NHOOPMAIMOHHBIE MATEPHUAJIBI
IO MPO®UJIAKTUKE NMPECTYILIEHWM,
COBEPHIEHHBIX C UCTIOJIb30OBAHUEM
UH®OPMAIIMOHHO-TEJEKOMMYHUKAIIMOHHBIX TEXHOJIOT U1

K Haubonee pacnpocTpaHEHHBIM BHJAM JUCTAHIUMOHHBIX MOILIEHHUYECTB,
coBepiieHHbIX Ha Tepputopuu r. Cankr-IlerepOypra u JleHunrpaackoi oOnacTw,

OTHOCATCA:

- (((bI/IIHI/IHF» — BUJ AUCTAaHIIMOHHOI'O MOIIICHHHUYCCTBA,
npu COBCPUHICHUU KOTOPOTO 3JIOYMBINIJICHHHUKHA (B Xo4e
TGJ'IG(I)OHHOTO pas3roBopa, nocpecacTsoM HaIlpaBJICHUA

AJIGKTPOHHOTO THChMa WM CMC-COOOIIEHHS) TMONy4aroT
JUYHBIE KOH(PUICHIIMAIBHBIC TAaHHBIC 0 OAHKOBCKOW KapTe, HOMEpE cueTa, JOTUHBI U
HapoJiv ISl BXO/a B MHTEPHET-0aHK, a Tak)Ke Maposii 0€30MacHOCTH, TO3BOJISIFOIINE
NIPOM3BECTH CIIMCAHWE HAXOMSAIIMXCS Ha OaHKOBCKOW KapTe JCHEKHBIX CPEJICTB.
XKeptBamMu  yka3aHHOTO  BHJIa  MOIICHHMYECTBA  3a4aCTyK0  CTaAHOBSTCS
He3alHIIeHHbIe, Mal0o00pa30BaHHBIC, IOBEPUUBBIC CIIOU HaceseHus. [Ipeacrapnssich
3a4acTyl0 COTPYJHUKAMH KPEAUTHBIX OpraHW3aliii, TPECTYITHUKH BBOJAT B
3a0y>KIE€HUE TpakJaH OTHOCUTEIBHO COBEPIIAEMBIX HECAHKIIMOHUPOBAHHBIX
CIIUCAaHUMN JCHEXKHBIX CPEJCTB, OCYIIECTBISEMBbIX IMOKYNKaX W T.II., MOCJE YEero
NpOCAT Ha3BaTh KOH(HIECHIIMANBbHBIE CBEJIEHUS C IIEJIbI0 MPECEYEHUs: BO3MOKHOTO
COBepIleHus MpecTymieHus. ['paxaane, qoBepss MONIyYeHHOW MHMOpMaIuy, Keias
00€30IMacUTh CBOU JICHEKHBIE CPEJCTBA OT MPECTYMHBIX MOCATATENIbCTB, COOOIIAIOT
3anpanmBaeMyo MHGOPMAIIMIO, B PE3yJbTaTe Yero 3JOYMBIIUICHHUKH MOXUIIAIOT
MIPUHAJICKAIINE UM JICHEKHBIE CPEJICTRA.

- «papmMuHT» - Mpoleaypa CKPHITOTO HampaBlieHus Ha JoXHbIH [P-aapec, To
€CTh HampaBlieHWE TOJIb30BATENsI HAa (UKTUBHBIM BeO-caiiT, dYamie BCETro
HCTIOIB3YEeMBIH TSl PUOOPETEHUsT TOBApOB M yciyr (ozon.ru, avito.ru, aliexpress.ru,
joom, biglion, xynmmrarop, kaccup.py, OWIeTep, CAMTHI IO MPOIaXKe OUICTOB Ha /I
Y aBHATPAHCHIOPT U Ip.);

- «IBOWHAs TpaH3aKIus» (MpU OIUIaTe TOBAPOB W YCIYT MPOAABEI] COOOIIAET
00 omubKke, mpeIaraeT TOBTOPHUTH ONEPAIMIO, a B JaJIbHEHIIEM JEHEKHBIC
CPEIICTBA CIIMCHIBAIOTCS ABAXK/IBI TIO KAXKIOM M3 MIPOBEICHHBIX OTIEPAIIHiA)

- «TpanmuHry (MaHUIYJSIIIAN C KapTpUAepoM OaHKOMATOB, IO3BOJISIFOIIHNE
nub0 HE BO3BpallaTh KapTy BIAAENbIly, JHUOO CIHCHIBATH BCE JaHHBIC KapThl IS

TATBbHEHIIEr0 UX UCIIOIB30BaHMS).

OCHOBHBIE CXEMBbI TEJJE@OHHOT'O MOIIEHHUYECTBA:
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1.  OomaHn no Tesiedony.

e 3BOHOK COTpYJHHMKa OaHKa - KOTJa HEU3BECTHBIN
PEACTABISAETCS COTPYAHUKOM CIIYXKOBbI O€30MacCHOCTH
Kakoro-an6o 0aHka M coobmaet, 4yro ¢ Bamiero

. OaHKOBCKOTO  CYe€Ta  MPOWCXOAAT  OINepaluud 10
HECAaHKIIMOHUPOBAaHHOMY CITMCAHHMIO JCHEKHBIX CPEJICTB, U B IICJIAX OC30MaCHOCTH
cyeTa MpejJiaraeT epPeBECTH COCPEIKECHUS Ha «PE3EPBHBIN MM «OE€30TaCHBINY CUET.
Pacnpoctpanens! ciydae coobmenus: uapopmaiuu o6 opopmienuu Ha Bac kpenura
1 HEOOXOJMMOCTH TIPOWTH B MPUJIOKEHNUN OHJIaiH-baHka Mo onmpeaenéHHON CChUIKE
JUTSI €T0 aHHYJTUPOBAHMS (BBIMTOJTHUTH MHBIC HHCTPYKITUH ).

e 3BOHOK COTPYJIHMKA TPABOOXPAHHWTEIBHBIX OPraHOB - KOTJA HEW3BECTHBIN

OpeaAcCTaBACTCA COTPYAHUKOM IMMOJUIUHU, CICAOBATCICM U T.A. U COO6H_[3.CT, qTOo
MMPOBOAUTCA CIICHOIICpanuda IO IMOMMKE MOIICHHUKOB U I 3TOI'O HGO6XO)II/IMO
IMNEPCBCCTHU JCHBI'M Ha ((CHGHH&HLHBIﬁ)) CUcCT. HpI/I 3TOM Tp€6y€T HC 3BOHHTLH B
6aHK, TaK KaK COTPYAHUKHU OaHKa 3a0JHO C MOIIICHHUKAaMMH.

e Bam poacrBeHHUK, MO0 OJU3KUN YedOBEK momnaia B Oeny (Hampumep, MalIMHON

cOMJI YeloBeKa WJIM OOBHHSETCS B COBEPUICHUU TNPECTYIUICHHS), U 3a/iepiKaH
COTPYIHUKAMU TIOJHUIIMU, U HEU3BECTHBIH COOOMIAET, YTO JJIsi OCBOOOXKIACHUS
HEOOXOIMMO TIEPEBECTH Ha CUET JCHEKHbIE CPEICTBA JMOO Il MPUMHPEHUsS C
nocTpagaBiInM, JHOO B KauecTBE B3ATKH COTPYIHUKAM MOJUIMHA. B0O3MOXKHBI
BapHUaHTHI, P KOTOPHIX B PA3TOBOPE MOXKET MPHUHATH y4acTHE SIKOOBI COTPYTHUK
MOJIUIIUU, KOTOPBIN OyAET MOATBEPKIaTh CKa3aHHOE.
BAYKHO: D70 3BOHAT MOILLIEHHUKU (HECMOTPS Ha TO, YTOOMNPEICIUBIIHNIICS HA
TeraedoHe HOMEP MOXKET COOTBETCTBOBATh HOMEPY TesedoHa OaHKa WIIH
MIPaBOOXPAHUTEIBLHBIX OPTaHOB, 3a4acTyi0 — MocKkoBckoro peruosa (499, 495... u
T.J1.), TaK KaK TIPH MIOMOIIH CTICIIMATLHBIX YCTPOHCTB MOIIICHHUKH MEHSIOT HOMEpa
Ha a0COJIIOTHO JIF0OOW HOMEDP — TaK Ha3bIBa€MbI€ TIOJIMEHHBIE HOMEPA), COTPYTHUKH
0aHKOB HMKOTIa HE 3BOHAT CBOMM KIIMCHTaM, U TeM 0oJiee, HUKOT1a He TpeOyIoT
MEPEBOJIUTH C TUYHOTO CUeTa IeHbru. [IpeacTaBuTenu mpaBoOXpaHUTEIbHBIX
OpraHOB MOTYT 3BOHUTH TOJIBKO JJIsl BEI30BA B MIOMEIICHUS TPABOOXPAHUTEIBHBIX
OpTaHoOB C MEJBIO MOTYyYEHUS 00BSICHEHUH, UICTPEOOBAHUS JJOKYMEHTOB 10
HaXOJSIITUMCS B IPOU3BOJICTBE YTOJIOBHBIM JIEIaM M MaTepHaliaM MPOBEPOK.
[Tpu mocTymiueHnn Takoro 3BOHKAa HEOOXOJMMO TPEPBaTh Pa3rOBOpP U MEPE3BOHUTH
TOMY, O KOM HJIET peub, TM00 B YKa3aHHBIN TOCYapCTBEHHBIN OpraH WU KPEIUTHYIO
OpraHu3aIrIo JIJIsl IePEeTPOBEPKHA HHPOPMAIIUH.

2. O0maH npu Nokynke (Mpojaake) TOBapa HA HHTEPHET calTax.

VA VAVANE VA VANEVEVE VA VEYAYAVAVENVAVEYAVEVE VENVEVEVE VAN




5

e |Ipemoruiata 3a HECYILICCTBYIOIIMUM TOBAp -

oIaeTcsa OOBABICHUE HA
BOCTpeOOBaHHBII TOBAp ¢

MPUBJICKATEIbHON LIEHON (HUXKe

PBIHOYHOM) C IPHIOXKEHUEM
HeHactosamux Gororpaduit. B xoae oOuieHus «IpoaaBeiy yKIOHSIETCS OT
BCTPEYU BBUJY JKUTCHCKUX NPUYUH (HET BPEMEHHU, 3aHITOCTh Ha
pabore, y/1aJeHHOCTh PACIIOIOKEHUS ) U TIPEIIaraeT OIIaTUTh TOBap
OC3HAIMYHBIM TIJIATEKOMC FrapaHTUPOBAHHOM MOCIIEAYIOICH JOCTaBKON uepes
Kypbepa, HO MOCJIE NOJyUYeHUs ICHET, TPOJaBell- MOIIEHHUK IepecTaeT
BBIXOJIUTh HA CBS3b.

e Ormara MYJIKA 110 IIOYTC HAJOKCHHBIM IIJIATCKOM - 3JIOYMBIIIJIICHHUK

IBITAKOTCA BHAYAJIC 3allOJIYYWUTh IPCAOINIATY Ha HOBCPHUH, CCJIIM HC IIOJIYy4aCTCA,
TO MNpCAJIararoT IOJYYUTh 3daKa3 HA IMOYTC, a IMOTOM pPACILIATUTBHCH. To ecth Ha
I[mouTe I1epen BBII[a‘Ieﬁ 3dKa3a BO3bMYT IACHBI'M B pPa3MEpeC €ro CTOMMOCTHU, a
IMOKYIIATCJIb BCKPBIB YIIAKOBKY, BUAUT IIOAACIIKY WUJIN MYJIIK.

e [lokynarenp chnpamuBaeT HoMmep KapTel M kox u3 CMC - no Bamewmy
OOBSBICHHIO O TPOAAXKE TOBapa B MHTepHeTe Bam MO3BOHWI MOKyHaTeslb |
MOTPOCHIJT COOOIIUTh PEKBU3UTHI OAHKOBCKOW KapThl (MIPEABAPUTEIIHLHO BHISICHUB
HOMeEp TeiedoHa K KOTOPOMY IMPHUBS3aHA KapTa) U CMC-KOJI, YTOOBI MEpPEeBECTU
JEHbI'H, AKOOBI 3TO HYXKHO IJisi OaHKOBCKoOro mepeBoga. Ha camom pgene »To
MOIIIEHHUK, KOTOPBIH IIBITA€TCS BOWTH B JIMYHBIA KaOWHET OHJIaiH-OaHKa W
CIIACaTh BCE AEHBIU ¢ Bamero cuera.

BAKHO: OnnauyupaiiTe TOBap TOJBKO IMOCIE €ro MOJYyYEHHS] U IPOBEPKU U HE

OTIpAaBJISIUTE JEHBIU B KauecTBe 3aiora (3aaarka). Jlis nepeBoa IEHEKHBIX CPEJICTB

JI0OCTaTOYHO HOMepa TenedoHa W JPYrol JOMONHHUTENIbHON WH)OpManuu He

TpeOyeTcs.

3. TeaedonHbie BUPYCHI.

Ouyenb 4acTo wucHoablyercs (popMa MOIIEHHMYECTBA C HCMIOJIb30BaHUEM
tenedonubix BUpycoB. Ha tenedon aboHeHTa MPUXOAUT COOOIIEHHE CIEAYIOIIETO
Buna: «Bam npunuio MMS-coobmenune. [ monydeHus MPONAUTE MO  CCBUIKE...».
IIpu mnepexojge Mo ykKazaHHOMY ajJpecy Ha TeleoH CKauuMBaeTcs BHUPYC H
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MIPOUCXOANT CITUCAHUE JIEHEKHBIX CPEJICTB C BAIIETO CUETA.

JIpyroil BUJI MOIIIEHHUYECTBA BBHITIAAUT Tak. [Ipu 3akaze kakoi-mubo yciyru
gyepe3 SKOObI MOOHMIIBHOTO OTepaTopa WM MpH CKaYMBAaHUH MOOMIBHOTO KOHTEHTA
aOOHEHTY TPUXOOUT TMpeAynpexaeHue Bupa: «Bwl coOupaerech OTIPaBUTH
CoOOIIeHne Ha KOPOTKUH HOMEp ..., Ul TOJITBEPKICHHUS OMepalvu, OTHpPaBbTE
coobmienue ¢ nudpoi 1, st ormensl ¢ uudpoit 0». Ilpu oTnpaBke MOATBEPKIACHUSA,
co cueTa abOOHEHTa CIHCHIBAIOTCS JEHEKHBIE CPeACTBA. MOIICHHUKH HCTOIB3YIOT
CHeIMaIbHble TMPOTPaMMBbl, KOTOpPbIE TMO3BOJIAIOT ABTOMATUYECKH T'€HEPHUPOBATH
TBICSYM TakuX coobOmenuit. Cpasy mocie mepeBoaa AeHeT Ha (albIIUBBIA CUYET OHU
CHUMAIOTCS ¢ TenedoHa.

BAKHO: He cienyet 3BOHUTH IO HOMEPY, C KOTOPOro OTIHpaBieH SMS — BnoJiHe
BO3MOXHO, YTO B 3TOM ciyyae ¢ Bamero tenedona OyaeT aBTOMATHMUECKH CHSTA

KPYIHAasi CYMMa U MEePEXOAUThH IO COMHUTEIBHBIM CCHUIKAM.
4. OmmoO04YHbIN MepeBoI CPEICTB.

AbGoneHTy noctynaer SMS-coob1ieHre 0 TOCTYIUIEHUH CPEJICTB Ha €ro CYET,
NEPEBEICHHBIX C MOMOIIBI0 yciyru «MoOwuibHbIN nepeBoay». Cpaszy mocie 3TOro
MOCTYIAeT 3BOHOK M MY)KUMHA (MJIM JKEHIIHMHA) COOOIaeT, YTO OMMOOYHO TEpEeBe
JICHBI'M Ha €ro CUeT, MPU ATOM MPOCUT BEPHYTHh UX O0O0paTHO TeM ke «MOOWIbHBIM
nepeBoioMm». B eicTBUTENBHOCTH JACHBIM HE TMOCTYIMAIOT HA TelaedOH, a YEIOBEK
MEPEBOJIUT CBOU COOCTBEHHBIE CpencTBa. Eciau mMo3BOHUTH MO yKa3aHHOMY HOMEDY,
OH MOXET OBbITh BHE 30HBI JOCTyma. Kpome TOro, CymecTBylT Takue HOMEpA, MpH
OCYIIIECTBJIICHHH BBI30Ba Ha KOTOPBIE ¢ TeiedOoHa CHUMAIOTCS BCE CPECTBRA.
BAYKHO: Ecau Bac mpocsar mepeBecTd SKOOBI OIIMOOYHO NEPEBEICHHYIO CYMMY,
HarlOMHHUTE, YTO JJII 3TOr0 MCHOJb3yeTcss 4eK. OTroBOpKa, YTO «YEK IMOTEPSHY,
CKOpE€€ BCETO, CBUIETENBCTBYET O TOM, YTO ¢ Bamu 0011aeTcst MOIIIEHHUK.

MOIIEHHUYECTBA C BAHKOBCKUMU KAPTAMUA

bankoBckas kapTa — 3TO HHCTPYMEHT JIJIsl COBEPILECHUS TUIaTEeKEW U I0CTyNa K
HaJIMYHBIM CPEACTBAM Ha CUETE, HE TPEOYIOIIMM AJist 3TOro MpUcyTcTBUsA B Oanke. Ho
MPOCTOTAa HCIOJb30BAHUSI OAHKOBCKHUX KapT OCTaBIISIET MHOXECTBO JIa3€eK JIs
MOIIEHHHUKOB.

[Ipn mnpoBeneHun onepanud ¢ KapTOW TMOJB3YHUTECh TOJBKO TEMH
0aHKOMaTamu, KOTOpbIE PAacCIOJIOKEHbl B 0€30MacHBIX MecTaX U 000pYyHOBaHBI
CUCTEMOM BUACOHAONIOACHUS U OXPaHOW: B

\Y, Lo
rOCY/JApCTBEHHBIX  YUPEXKACHUIX, OaHKax, ”:.,; 2 -
B o~

o

KPYITHBIX
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TOPrOBBIX LIEHTPAX U T.[.
Cosepiiast onepanuu ¢ MIACTUKOBOM KapTOM, CIIEAUTE, YTOOBI PsIAOM HE OBLIO
noctopoHHux Jonaeid. HaOupas IIMH-xox, npuxpbsiBaiiTe KiaBUATypy pPYKOIl.
PexkBusutbl u m00ast mpoyass MHPOpMaLUsg O TOM, CKOJIBKO CpeAcTB Bbl cHsu u
Kakue UG pbl BBOAUIU B OaHKOMAT, MOTYT OBbITh MCIIOIb30BaHbl MOILIEHHUKAMHU.
OOpaiaiiTe BHUMaHUE Ha KapTONPUEMHUK U KiIaBHaTypy Oankomarta. Eciu
OHM O00O0pYIOBaHbl KAaKUMH-TUOO JOMOJHUTENIbHBIMUA YyCTPOMCTBAMHU, TO OT
UCIIOJIb30BaHUs JAaHHOrO OaHKOMaTa JIy4dllle BO3JEP)KaTbCA U COOOIIMTH O CBOMX
MOJIO3PEHUAX 10 YKA3aHHOMY Ha HEM TeJIe(OHY.
B ciydae HekoppekTHOM paboThl OaHKOMAaTa — €CJIM OH J0JIT0€ BPEMSI HAXOIUTCS B
peXUME OXKUIAHUSA WM CaMOIPOM3BOJIBHO IEPE3arpyk’aercsi — OTKAKUTECh OT
€r0 UCIIOJIb30BAHUS. Benuka BEPOSITHOCTH TOTO, 4TO OH
nepenporpaMMHUPOBAH 3JI0YMBIIIJIEHHUKAMU.

KAK OBE3OITACUTD CEBA OT MOHIEHHUKOB:

1. TlpomepsiiTe wuHbOpMAaILMIO, TMOJYYEHHYIO B XOJ€
TeJe(OHHOrO pasroBOpa U MHTEPHET IEPENUCKU C
HEU3BECTHBIMU (oHM MOTYT IPEICTaBIATHCA
COTpPYJHUKAMU IPaBOOXPAHUTEIBHBIX OpTaHoB,

NPEACTABUTEISIMU KPEAUTHBIX OpraHU3alnil).

2. YcraHoBUTh Ha TenedoH (KOMIBIOTEP) COBPEMEHHOE JIMIIEH3UPOBAHHOE
AHTUBUPYCHOE MIPOrPaMMHOE 0OECTICUeHHE.

3. He ycranaBnuBaiiTe W HE coXpaHsiTe 0€3 TNpeaBapUTEIBbHON TMPOBEPKHU
AHTUBHPYCHON TIporpaMMoi ¢aiibl, MOJYyYEeHHBIE W3 HEHAJEKHBIX HCTOYHUKOB:
CKaUaHHbIE C HEU3BECTHBIX CAWTOB, NPHUCIAHHBIE [0 DSJIEKTPOHHOW IOYTE
(momo3puTeNnbHbIe (halbI TydIlle Cpa3y YAAISTh).

4. Hcnonp3yiiTe napoiiv, He CBsI3aHHbIE ¢ Bammmu nepcoHaabHbIMU JaHHBIMU.

5. Hu mpu xakux oOCTOSTEIHCTBAX HE COOOIIANTE PEKBU3UTHI CBOUX OAHKOBCKHX
c4eToB(KapT), MapoJIH U IPYTyI0 IEPCOHATBHYIO HH(OpMAITHIO.

6. ITloctaBbTe MMMHUT HA CyMMY CITMCAHWUH WM TIEPEBOJIa B TMYHOM KaOWHETe OaHKa.
7. Tlo Bcem BO3ZHUKAOIIMM BOIIPOCaM 00pammaThbes B OaHK, BBIAABIINI KapTy.

8. He BBIMONHAT, HUKAKUX CPOYHBIX 3aMpPOCOB K JACHCTBHIO, B TOM YHCIIE IIO
YCTAaHOBKEKAKUX OBl TO HU OBLIO MPUITOKECHHM.

9. He nepexoauTh HHM MO KaKMM CChLIKaM, KOTOPbIC IPUXOAAT Ha e-malil
wim o SMS.
10. OGpamath Ha BCE COOOIIEHUs OT OaHKa (Hampumep, €Ciu

OHH COJIEpKAT IPaMMATUUYECKHUE OLIUOKH).
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11. He nepe3BaHMUBATH M0 HOMEpPaM, KOTOpbIC TPUXoaaT Ha e-mail wim no SMS.
12. IlepenpoBepsalTe MOMIMHHOCTH MHTEPHET-CAUTOB, HA KOTOPBIX OCYLIECTBIIAETE

3aKa3ToBapa.

BYABTE BAUTEJIbHbI!
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