HNudopManuoHHbIe MATEPHAJIbI
1o NPopUJIAKTHKE NPECTYIJICHU, COBEPIIEHHbIX C
HCI0JIb30BAHMEMHUH(OPMALUOHHO-TEJIEKOMMYHHUKALMOHHBIX
TEXHOJIOTUH

K Hambosnee pacnpoCTpaHEHHBIM BHJIaM JIWCTAHIIMOHHBIX MOIIICHHUYECTB,
coBepiieHHBIX Ha Tepputopun T. Caskt-Ilerepbypra u JleHuHrpaackoir obnactw,
OTHOCSTCS:

- «pumuHTY — BUA AMCTAHIIMOHHOTO MOIICHHHYECTBA, MPH COBEPIICHUU
KOTOPOTO 3JIOYMBIIUICHHUKH (B XoAe Tene(OHHOrO pasroBopa, IOCPEACTBOM
HampaBJIEHUS DJIGKTPOHHOTO TMMHMChMa WM CMC-COOOIICHHUs) TOJy4aloT JIUIHBIE
KOH(UCHIMAILHBIC JaHHbIC 0 0aHKOBCKOW KapTe, HOMEpE cYeTa, JIOTHMHBI M MapOJIH
JUIS BXOJla B UWHTEPHET-0aHK, a TaKKe Mapoiad OCe30MacHOCTH, IMO3BOJIIONINE
MPOU3BECTH CIMCAHUE HAXOMAIIUXCS Ha OaHKOBCKOW KapTe JCHEKHBIX CpPEJICTB.
XKeprBamu yka3zaHHOTO BHJa MOIICHHHUYECTBA 3a4acTYIO0 CTAHOBSTCS HE3AIIUIICHHEIC,
ManooOpa3oBaHHBIC, JOBEPUMBBHIC CJIOM HaceleHus. lIpeacTaBissich 3a4acTyro
COTPYIHUKAMU KPEAUTHBIX OpTaHW3aluid, TPECTYIMHUKHA BBOAAT B 3a0iyKIeHHE
IpaXkJIaH OTHOCHUTEJIBHO COBEPIIIACMBIX HECAHKIIMOHUPOBAHHBIX CIHUCAHHH JICHEKHBIX
CPEICTB, OCYIICCTBIIIEMbIX TIOKYNKax W T.II., TIOCIE Yero TMPOCAT Ha3BaTh
KOH(QUICHIMAIBHBIC CBEACHHS C IEJIbI0 IPECCUYCHUS BO3MOXKHOTO COBEPIICHUS
npecTyruieHus. ['pakaaHe, MoBepss MOJydeHHOW uH(opmammu, kejas 00e301acHuTh
CBOM JICHE)KHBIE CPEJICTBA OT MPECTYITHBIX MOCATATEIBCTB, COOOIAIOT 3aMpalIiBacMyTO
WH(POPMAIINIO, B PE3YJIbTaTe YEro 3JIOYMBIIUICHHUKN MMOXHINAIOT MPUHAIJIC)KALTUE UM
JICHEe)KHBIE CPE/ICTRA.

- «papMuHT» - TIpOIEAypa CKPHITOTO HaIpaBieHUs Ha JIOXHBIM [P-aapec, To
CCTh HampaBJCHUE TOJb30BATSII HAa (DUKTUBHBIA BeO-CalT, dalie  BCEro
MCIIOJIb3YEeMbIi JUIsI IPUOOPETEHHsI TOBAapOB M ycayr (ozon.ru, avito.ru, aliexpress.ru,
joom, biglion, kynuaatop, Kaccup.py, OUICTEp, CAUTHI MO MPOJaXKe OMIICTOB HA /I |
aBUATPAHCIIOPT U JIp.);

- «IBOWHAs TpaH3akmus» (MpU OIIaTe TOBAPOB W YCIYT IPOIABEI]
coobmiaer 00 ommuOKe, MpeiaraeT MOBTOPUTH OMEpaIfio, a B JajdbHEHIIeM
JICHE)KHBIC CPEJICTBA CITMCHIBAIOTCS JIBAXKIBI 110 KAXKIOM M3 MPOBEICHHBIX OIEPALIHi)

- «TpanmuHr (MAHHITYJISIIAA C KapTPUACPOM OAHKOMATOB, TTO3BOJISIOIINE
au00 HE BO3BpaIllaTh KapTy BIIAJIEbILy, JTUOO CHHUCHIBAaTh BCE JAHHBIC KapThl IS
JTATBHEHTIIETO UX MCIIOIH30BAHMUS).

1. OcHOBHBIE cXeMBbI TeJIE(POHHOT0 MOILIEHHNYECTBA:

1. O6MaH 1o Tenedony.

3BOHOK COTpYJHHMKA OaHKa - KOTJa HEHM3BECTHBIM MPEACTaBJISACTCS COTPYIHHUKOM




CIy0bl  0€30MMacHOCTH Kakoro-inmbo OaHka U coobmaer, 4to ¢ Bamero
OAHKOBCKOTO CYeTa MPOUCXOAST OMEpaldy M0 HECAaHKIIMOHUPOBAHHOMY CIIHCAHUIO
JICHEKHBIX CpPEJCTB, WM B IEeJIX O€30MacHOCTH CcyeTa Mpejiaraer MNepeBeCcTH
cOepekeHHUs Ha «pEe3epBHBII» WM «Oe3omacHbI» cuer. PacmpocTpaHeHsl ciydau
coobmenust mHopManuu o0 odopmienun Ha Bac kpeauta U HEOOXOJAMMOCTH
IIPOMTH B IIPWIOKEHUM OHJAMH-bDaHka MO ONpenenéHHOM CCBUIKE IS €ro
AHHYJIMPOBAHUS (BBITOJHUTH UHBIE UHCTPYKIIUN).

3BOHOK COTPYJHMKA TPABOOXPAHUTEIBHBIX OpPraHOB - KOI/IA HEU3BECTHBIN

MpCaACTABILACTCA COTPYOAHHUKOM IIOJIMOHUH, CICHOBATCICM U T.A. U coo6n1aeT, qTo
IMPOBOAUTCA CIicnorcpanvsa 110 ITOMMKE MOIINCHHWKOB WM JISI 3TOTO HGO6XOI[I/IMO
IMEPCBCCTHU ACHBI'M HaA ((CHGHH&HBHBIﬁ)) CUCT. HpI/I 9TOM Tpe6yeT HC 3BOHHTL B 6aHK,
TaK KaK COTPpYAHHUKH OaHka 3a0JHO C MOIIICHHHUKAaMH.

Bai pojicTBeHHUK, 1100 OJIM3KHIA YETOBEK monan B Oey (HanpuMep,MalluHON cOM
YyeloBeKa WIM OOBHUHSAETCS B COBEpIICHMM NPECTYIUICHUs), U 3aJepKaH
COTPYIHHMKaMU TMOJUIUU, W HEHU3BECTHBIM COOOHIAET, 4YTO [JIsI OCBOOOXKICHUS
HEOOXOUMO TMEpPEBECTU HA CYET JCHEXKHbIE CPEeACTBA JINOO IJsi NPUMHUPEHUS C
MOCTPAJaBIIMM, JUOO B KAauyeCTBE B3SATKM COTPYAHHMKAM MOJHLIHMH. B03MOXHBI
BapHaHTHI, NP KOTOPBIX B Pa3roBOPE MOXKET MPHUHATh y4acTUE SIKOObI COTPYIHHUK
MOJIULIMM, KOTOPBIM OYyZET NOATBEPAKAATh CKA3aHHOE.

BAYKHO: 3710 3BOHAT MOIIIEHHUKH (HECMOTPS Ha TO, YTOOMNPEICTUBIIUINCS HA
TeneoHE HOMEpP MOXKET COOTBETCTBOBATH HOMeEpy TenedoHa OaHKa WU
MIPABOOXPAHUTENBHBIX OPraHoB, 3a4acTyr0 — MockoBckoro peruona (499, 495... u
T.J.), TaK KaK MPHU MOMOILIU CIEHHAIbHBIX YCTPONCTB MOIIEHHUKH MEHSIOT HOMEPA
Ha a0COJIIOTHO JIF000M HOMEp — TaK Ha3blBaeMble MOJMEHHBIE HOMEpPA), COTPYIHUKU
0aHKOB HUKOI/IA HE 3BOHAT CBOMM KJIMEHTaM, U TeM 0oJiee, HUKOT/Aa HE TPeOyroT
IIEPEBOIUTh C JIMYHOIO cuyera JeHbru. llpencraBurenn IpaBOOXpaHUTEIBHBIX
OpraHoB MOTYT 3BOHUTH TOJBKO JJISI BbI30Ba B MOMEUIECHUSI MPABOOXPAHUTEIbHBIX
OPraHOB C UENbI0 MOJY4YeHUs] OOBSICHEHHH, HCTpeOOBaHUS JIOKYMEHTOB IIO
HaxOJIAIIMMCS B IPOU3BOJCTBE YTOJIOBHBIM JI€JIaM U MaTepuaiaM MpoOBEPOK.

[Ipu mocTymiieHuu Takoro 3BOHKa HEOOXOJMMO MpepBaTh Pa3roBOpP U MEPE3BOHUTH
TOMY, O KOM HJIET pedb, JIMOO B YKa3aHHBIN IOCYIapCTBEHHBIN OpraH WIMKPEIUTHYIO
OpraHu3alMIo JJI IepenpoOBepKH HHHOPMALIHH.

2. O0MaH npu NoKyInke (IMpo/Jake) TOBapa Ha HHTEPHET calTax.
[Ipenoruiata 3a  HECYIIECTBYIONIMIL TOBap - IOJAETCS OOBSIBICHHE Ha

BOCTPEOOBAHHBI TOBAp C NPHUBJICKATEIHHOW II€HOW (HMXKE PBIHOYHOM) C
MPUJIOKEHUEM HeHactosmux (Qororpaduit. B xome oOmeHus «mnpogaBein
YKIJIOHSAETCS OT BCTPEUYM BBUAY >KUTEHCKUX MPUYUH (HET BPEMEHHU, 3aHATOCTD
Ha paboTe, YAAJICHHOCTh PACHOJIOKEHUS]) M MpeajiaraeT oOIUIaTUTh TOBap




Oe3HAIMYHBIM IIIATEIKOM C FapaHTHpOBaHHOﬁ HOCJIC,Z[YI-OH_ICﬁ ,HOCTaBKOfI qcpe3
Kypb€pa, HO IMOCJIC MOJYUYCHUA ACHCT, IIPOAAaBCI- MOIICHHUK IIEPCCTACT BBIXOAUTH HA
CBA3b.

Omnnara MYJKa 110 IMOYTC HAJOKCHHBIM IUIATCKOM - 3JIOYMBIIIJICHHUK

IIBITAXOTCS BHAYAJIC 3aIlOJIYUUTH IMPCAOINIATY HAa AOBCPHUH, CCIM HC II0JY4YaCTCs, TO
npeiararoT MmoJy4uTh 3dKa3 Ha IIOYTC, a IIOTOM PacCIlIaTUTLCA. To ecth Ha moute
nepea BI)II[aLIef/'I 3dKa3a BO3bBMYT ACHBI'M B pasMCpe €ro CTOMMOCTH, a ITOKYIIATCIIb
BCKPBIB YITAKOBKY, BUAUT IOAACIIKY WUJIIN MYJISK.

[lokynartenap cOpammyBacT HOMEpP KapThl M KOJ M3 CMC - mno BameMy

OOBSBIICHHIO O IMpOJAKE€ TOBapa B HMHTEpHETEe BaM MO3BOHWI NOKymarellb W
MOMPOCUJT COOOIIUTh PEKBU3UTHI OAHKOBCKOW KapThl (IIpEABAPUTENILHO BBISICHUB
HOMep TenedoHa K KOTOpOMY MpHUBS3aHA KapTa) U CMC-KOJI, YTOOBI TNEPEBECTU
JIE€HBbIU, SKOOBI 3TO HYKHO Uid OaHKOBCKOro mnepeBoja. Ha camom nene 3To
MOIIIEHHUK, KOTOPBIM MBITAETCS BOUTH B JTUYHBIA KaOWHET OHJIAiH-0aHKA U CIUCATh
BCE JIeHbI'M ¢ Bammero cyera.

BAXHO: OmnnaunBaiiTe TOBap TOJBKO IOCJIE €ro MOJYYEHUS W TPOBEPKU U HE
OTNpAaBIIAWTE JEHBIM B KadecTBe 3ajora (3agarka). [[ns mepeBojga JEHEKHBIX
CPEICTB JOCTaTOUYHO HOMEpa Tele(oHa U APYroi JOMOJHUTENBHON HH(pOpMaluu He
TpedyeTcs.

3. TesiepoHHBIE BUPYCHI.
OueHp yacTo HcCIHoONB3yeTcs (opmMa MOUICHHMYECTBA C HCIOJb30BaHUEM

TenedoHHBIX BUpycoB. Ha Tenedon aboHEHTa MPUXOAHUT COOOLIEHUE CIIETYIOLIErO
Buna: «Bam mpunuio MMS-cooOmienue. JIjist mosrydeHusl TPOUIUTE MO CCHUIKE...».
[Ipn mepexome Mo ykazaHHOMY ajpecy Ha TeledOH CKAuMBaeTCsi BHPYC U
MPOUCXOIUT CIIMCAHUE IEHEKHBIX CPEICTB C BAIIEro CyUeTa.

Jpyroil BuA MOILLIEHHUYECTBA BBINNISAUT Tak. [Ipu 3aka3e kakou-1ubo yciyru
yepe3 sKoObl MOOMJIBHOTO OTepaTropa WM MPU CKauMBaHUU MOOMJIHBHOTO KOHTEHTA
aOOHEHTY TPUXOOUT TpeaynpexaeHune Bumga: «Bbl coOupaerech OTHpaBUTH
COOOIllEHUE Ha KOPOTKUI HOMEp ..., JJI1 MOATBEP)KICHHS ONepaluu, OTIPaBbTE
coobuienue ¢ udpoii 1, ayist ormensl ¢ uudpoit O». Ilpu oTnpaBke NOATBEPKIACHUS,
co cueta abOHEHTa CIMCHIBAIOTCS JEHEXKHbBIE CPeACTBA. MOIIEHHUKH HCHOJIb3YIOT
CHeIHabHBIE TPOTPAaMMBbI, KOTOpHIE TIO3BOJISIIOT aBTOMATHYECKH TE€HEPHPOBAThH
ThICSIUM Takux cooOmienuid. Cpa3y mnocie nepeBoja JeHer Ha (aiblIuBbIil CUeT OHU
CHUMAIOTCH ¢ TenedoHa.

BAKHO: He cnexyer 3BOHUTH IO HOMEPY, C KOTOPOTO OTNpasieH SMS — BroJjiHE
BO3MOXXHO, 4TO B 3TOM ciydae ¢ Bamiero teinegona OyneT aBTOMAaTHYEeCKH CHSTA
KpyIHasi CyMMa U Mepexo/IUuTh M0 COMHUTEIbHBIM CChLIKAM.




4. OmuOO0YHbIN NepeBo/I CPEACTB.
AbGonenTy noctynaer SMS-coob1enre 0 NoCTyIIeHUH CPEJCTB Ha €ro CYET,

IEPEBEJICHHBIX C MOMOIIBI0 ycayrd «MoOwmibHbI nepeBoy. Cpasdy mocie 3Toro
MOCTyNaeT 3BOHOK U MY>KYMHA (MM JKEHIIMHA) COOOIIAaeT, YTO OMMOOYHO MepeBel
JE€HbIU HA €ro CYET, IIPU 3TOM IPOCUT BEPHYTh UX 00paTHO TeM ke «MoOUIbHBIM
nepeBooM». B NeHCTBUTENBHOCTH JEHBIM HE MOCTYIMAIOT Ha TeleoH, a YeIOBEK
IEPEBOAUT CBOM COOCTBEHHBIE cpencTBa. Eciiv MO3BOHUTH 10 YKa3aHHOMY HOMEpY,
OH MOXET OBITh BHE 30HBI JOCTyna. KpoMme TOro, CymecTByrOT TaKue HOMEpa, Mpu
OCYILIECTBJICHUH BbI30BA HA KOTOPbIE C Te€JIe(POHA CHUMAIOTCS BCE CPEACTBA.
BAXHO: Ecan Bac mpocsT mepeBecTH sikoObI OIIMOOYHO MEPEBEACHHYIO CYyMMY,
HAIlOMHUTE, YTO JUIsI 3TOTO MCHOJb3yeTcs 4eK. OTroBOpKa, 4TO «4EeK IOTEPSH»,
CKOpE€ BCEro, CBUAETEIBCTBYET O TOM, YTO ¢ Bamu 001aeTcss MOIIEHHUK.
MOIIEHHNYECTBA C BAHKOBCKHVMHW KAPTAMMN

baHkoBCKas kapTa — 3TO HHCTPYMEHT JUIsl COBEPIIEHUS TJIATEXKEN U JOCTYIIA K
HaJIMYHBIM CpPE/ICTBAM Ha cuére, He TPeOyIOLIHii /1S 3TOTro npucyTcTBus B 6anke. Ho
MIPOCTOTA HCIOJIb30BaHUS OAHKOBCKHUX KapT OCTaBIsIET MHOXECTBO JIA3€eK [
MOILIEHHHUKOB.

[Ipy mnpoBeneHuM omnepauuid C KapTOM IONB3YHMTECh TOJNBKO TEMH
O0aHKOMaTaMH, KOTOpBIE pACIOJIOKEHBl B O€30MACHBIX MECTaxX U O00OpYIOBaHBI
CUCTEMOI BHJICOHAONIOACHUS W OXPAaHOH: B TOCYAAPCTBEHHBIX YUPEKICHHSIX,
0aHKax, KPYMHBIX TOPrOBbIX LEHTPAX U T.1.

CoBepiias onepanuu ¢ MIaCTUKOBOM KapToil, clieuTe, 4TOObl PAIOM HE ObLIO
noctopoHHux Jonaen. Habupas [IMH-kon, mnpukpbiBaiiTe KiIaBHATypy pYKOM.
PexBu3uthl u n0b0ast mpoyass “HQOpMaLUs O TOM, CKOJBKO CpeACTB Bbl cHsuM u
Kakue HU(pbl BBOAWIN B OaHKOMAT, MOTYT OBITh MCIIOJIb30BaHbl MOIIIEHHUKAMH.

OOpamaiiTe BHUMaHUE Ha KapTONPUEMHUK M KjaBuaTypy OaHkomara. Ecnu
OHU OOOpYNOBaHbl KAKUMHU-THOO JOMOJHUTENBHBIMU YCTPOWCTBAMU, TO OT
MCIIOJIb30BaHUs TAHHOTO OaHKoMaTa JIydllle BO3AEpP>KAaThbCAd M COOOIIMTH O CBOUX
MO/I03PEHHUSX 10 YKa3aHHOMY Ha HEM Tele(oHy.

B ciydyae HexkoppekTHOM paOoThl OaHKOMaTa — €CJIM OH JI0JIro€ BpeMsi HaXOJIUTCS B
pPEXKUME OKHJIaHWS WM CaMOIIPOM3BOJIBHO NEpPE3arpykaercs —

OTKAXKUTECH OT €ro HCHOJIb30BaHUs. Bennka BEpOSITHOCTH TOTO, YTO
OHIIEPENPOrPaMMHUPOBAH 3JIOYMBIIIJICHHUKAMU.

Kak o0e3omacurhb ce0s1 0T MOIIIEHHUKOB:

1. TlpoBepsiiTe uHpOpMalLMIO, MOJYYEHHYIO B XOJ€ TeaedOHHOro pa3roBopa u
MHTEPHET MEePENUCKN ¢ HEM3BECTHBIMU (OHU MOTYT MPEACTABISATHCA COTPYIHUKAMU




IPaBOOXPAHUTENbHBIX OPTAHOB, IPEJICTABUTENIIMU KPEIUTHBIX OpraHU3aLINiN).

2. YcraHoBUTh Ha TelepoH (KOMIBIOTEP) COBPEMEHHOE JIHMIICH3UPOBAHHOE
AHTUBUPYCHOE MIPOTPAMMHOE OOECIICUCHHE.

3. He ycranaBnuBaiiTe W He coXpaHsAdWTe O0€3 MpeABapUTENbHON MPOBEPKU
AHTUBUPYCHOU MporpaMMmoi (ailsibl, MOJydYEeHHbIE W3 HEHAJECKHBIX HCTOYHUKOB:
CKaYaHHbIE C HEU3BECTHBIX CaWTOB, IPHUCIAHHBIE [0 JJIEKTPOHHOM MOYTE
(momo3puTeNnbHbIC (halIbl JIyUIlIe cpa3y YIAasTh).

4. MHcnonw3yiiTe mapoiu, He CBsi3aHHbIE ¢ Bammmu nepcoHanbHbIMUA JJAHHBIMHU.

5. Hu npu kxakux o0CTOATENHCTBAX HE COOOIIANWTE PEKBU3UTHI CBOMX OAHKOBCKHUX
CUYETOB(KapT), MapojH U IPYryr0 NEPCOHATBHYIO HH(OpMAIHIO.

6. IlocTtaBbTe TUMHUT Ha CyMMY CIIMCAHUM UJTK TIEPEBOJIa B TUYHOM KaOUHeTe OaHKa.
7. Tlo BceM BO3HUKAIOUIMM BOMpocaM oOpamiathcsi B OaHK, BbIJIABIINNA KapTy.

8. He BBINOMHAT, HUKAKUX CPOYHBIX 3aMPOCOB K JACHCTBUIO, B TOM YHCIE IO
YCTAaHOBKEKAKUX Obl TO HU OBLIO TIPUIIOKESHHI.

9. He nepexonuTh HU MO KaKUM CCBUIKaM, KOTOpBIE MPUXOIAT Ha e-mail mim mo
SMS.

10. OOpamate Ha Bce cooOmEeHHs OT OaHKa (HAmpUMEp, €CIM OHHM COJICpKaT
rpaMMaTHYECKUE OLTUOKH).

11. He mepe3BaHMBATh IO HOMEPaM, KOTOPbIC TPUXOAT Ha e-mail nim mo SMS.
12. IlepenpoBepsAlTe MOIJIMHHOCTh MHTEPHET-CANTOB, HA KOTOPBIX OCYIIECTBIIECTE
3aKa3ToBapa.

Bynbte OnuTenbHbl!




