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HNupopmanuoHHbIe MaTEPHAJIbI
1o NPopUIAKTHKE NPECTYIJICHU, COBEPIIEHHBIX €
HUCI0/Ib30BAHMEMUH(POPMALMOHHO-TEJIEKOMMYHHUKALMOHHBIX
TEXHOJIOTUH

K mnambonee pacnpoCcTpaHEHHBIM BHJIaM JIUCTAHIIMOHHBIX MOIIICHHUYECTB,
coBepiieHHBIX Ha Tepputopun . Caskt-IlerepOypra u JleHuHrpaackoir obnacTw,
OTHOCSTCS:

- «pumuHTY — BUJA JAWCTAHIIMOHHOTO MOIICHHHYECTBA, MPHU COBEPIICHUU
KOTOPOTO 3JIOYMBIIUICHHUKH (B XoAe Tene(OHHOrO pasroBopa, IOCPEACTBOM
HAIPaBIICHUSI JJICKTPOHHOTO IMHChMa WM CMC-COOOIICHHS) IIOJyYaloT JINYHBIE
KOH(HUICHIIMATbHBIE TaHHbIE O OAaHKOBCKOW KapTe, HOMEpPE CUeTa, JJOTHHBI U MapoJu
JUIS BXOJla B HWHTEPHET-0aHK, a TaKKe TMapoid OCe30MacHOCTH, IMO3BOJIIONINE
MPOM3BECTH CIMCAHWE HAXOIMIMXCS Ha OaHKOBCKOW KapTe ACHEKHBIX CPEICTB.
XKeprBamu yka3zaHHOTO BHJa MOIIICHHUYECTBA 3a4acTYIO0 CTAHOBSTCS HE3AIIUIICHHEIC,
ManooOpa3oBaHHbIC, JJOBEpPUMBBHIC CJIOM HaceneHus. llpencTtaBmsisich 3adacTyro
COTPYIHUKAMU KPEAUTHBIX OpTaHW3alWi, TPECTYIMHWKHA BBOAAT B 3a0IyKIeHUE
IpaXIaH OTHOCHUTEIHLHO COBEPIIAEMbIX HECAHKIIMOHUPOBAHHBIX CIUCAHUN JICHEKHBIX
CPEICTB, OCYIICCTBIIIEMbIX TIOKYNMKax W T.I., TIOCIE 4Yero IMpOoCAT Ha3BaTh
KOH(DHMICHIIMATEHBIE CBEACHHUS C IEIbI0 TIPECEUYCHHUS BO3MOXKHOTO COBEPIICHUS
npecTyIuieHus. [ 'paxkaaHe, MoBepss MOJNyYeHHOW HH(opmammu, keias 00e301acHTh
CBOM JICHE)KHBIE CPEJICTBA OT MPECTYMHBIX MOCSATATETBCTB, COOOMIAIOT 3aIPaTIBAEMYIO
WH(POPMAIINIO, B PE3yJIbTaTe YEro 3JIOYMBIIUICHHUKN MMOXHINAIOT MPUHAIJICKAITUE UM
JCHEe)KHBIE CPE/ICTRA.

- «papMHuHT» - POIEAYpPa CKPHITOTO HaIpaBieHUs Ha JOXHBIA [P-aapec, To
€CTh HalpaBJieHWE TII0Jb30BaTeNlsi Ha (UKTUBHBIM BeO-caliT, dalmie  BCETO
MCIIOJIB3YEMBI [Tl TIPUOOPETEHHsI TOBAapOB M yChyr (ozon.ru, avito.ru, aliexpress.ru,
joom, biglion, kynunarop, kaccup.py, OUICTEp, CAUTHI MO MPOJAKe OMIICTOB HA *K/I |
aBUATPAHCIIOPT U Jp.);

- «IBOMHAs TpaH3akIus» (MpU OIJIaTe TOBAapOB W YCIYT TIPOAABEIl




coobmaer 00 omuOKe, MpeajaraeT IMOBTOPUTH OMNEpalrio, a B JalbHEHIIEM
JICHE)KHBIC CPEICTBA CITUCHIBAIOTCS JBAXKIBI IO KAXKIOU W3 MPOBEACHHBIX OTIEPAIIHiA)
- «TpanmuHr (MAHHUITYJSIIAA C KapTPUACPOM OAHKOMATOB, TTO3BOJISIONINE
nu00 HE BO3BpAIlaTh KapTy BIIAJNETBILy, JTUOO CHHUCHIBATH BCE JAHHBIC KAPThI JJIS
TATbHEHIIIETO UX MCTIOIH30BaHMUS).

1. OcHOBHBIE cXeMBbI TeJ1e()OHHOT0 MOIIIEHHUYECTBA:

1. OO6wmaHn o TenedoHy.

3BOHOK COTpYJIHHKAa OaHKa - KOT/Ia HEW3BECTHBINH NPEICTABISACTCS COTPYIHHKOM

CITy>kObI 0€30MacHOCTH KaKoro-imbo 0aHka v coodIaeT, 4to ¢ Barero

0aHKOBCKOI'0 cyeTa MPOUCXOAAT OIepalyu M0 HECAaHKIMOHUPOBAHHOMY CIHCAHUIO
JICHEeXKHBIX CpPEJCTB, M B MLENAX OE30MacHOCTH cyeTa IMpenajaraeT MepeBecTH
cOepekeHns Ha «pe3epBHBIN» WK «Oe3omacHbl» cueT. PacnpocTpaHeHsl ciydae
cooOmenust uHdopmanuu o0 odopmienun Ha Bac kpeauta U HEOOXOIAMMOCTH
IIPOMTH B TIPUIIOKEHHUM OHJIaWH-DaHKa 10 OINpenesi€HHOM CCBhUIKE IS  €ro
AHHYJIUPOBaHUS (BBIOJIHUTH UHBIC HHCTPYKIIMHN).

3BOHOK COTPYJHUKA MPABOOXPAHUTEIBHBIX OPraHOB - KOTJIa HEW3BECTHBIN

IIPEJICTABISIETCSl COTPYAHUKOM IOJIMIMM, CIEI0OBaTeNeM U T.A. U COOOIIAET, 4TO
IPOBOAMTCS CHELONEpalys MO MOMMKE MOUIEHHHKOB U JUIsl 3TOrO HEOOXOIHUMO
MEPEBECTHU JICHBIM HA «CIEUUaIbHBIN» cueT. [Ipu 3ToM Tpedyer He 3BOHUTH B OaHK,
TaK KaK COTPYJHUKHU OaHKa 3a0[JHO C MOIIEHHUKAMHU.

Bai posicTBeHHUK, 1100 OJIM3KHIA YEI0BEK Ionan B Oey (HanpuMmep,MalluHON COMIT
YyeloBeKa WJIM OOBMHSAETCS B COBEPUICHUWM TNPECTYIUIEHUS), W 3a7epKaH
COTPYJHUKAMHU TMIOJIULIMK, W HEU3BECTHBIM COOOLIAeT, 4YTO M OCBOOOXKICHUS
HEO0OXOJMMO TEPEBECTH Ha CYET JEHEXHBbIE CPeICTBA JIUOO ISl TPUMHUPEHHS C
NOCTPAJaBIINM, JIMOO B KAauyecTBE B3ATKH COTPYAHHUKAM MOJIMLIMUA. BO3MOXXHBI
BAPUAHTHI, NP KOTOPBIX B PAa3rOBOPE MOXKET MPUHATH Y4acTHE SKOOBI COTPYIHHK
MOJIMIIUH, KOTOPBIH Oy1eT MOATBEPKAaTh CKa3aHHOE.

BAKHO: D710 3BOHAT MOUIEHHUKH (HECMOTPS Ha TO, YTOONPEICTUBIIUICS HA
TeneoHE HOMEpP MOXKET COOTBETCTBOBAaTh HoOMepy TenedoHna OaHka wWiId
MPaBOOXPAHUTENbHBIX OPraHoB, 3a4acTyr0 — MockoBckoro peruona (499, 495... u
T.A.), TaK KaK MpHU MOMOIIU CIEUUATbHBIX YCTPOHCTB MOIIEHHUKH MEHSIOT HOMepa
Ha abCOJIOTHO JIF0OOM HOMEp — TaK Ha3blBaeéMbI€ MOJAMEHHBIE HOMEpPA), COTPYAHUKHU
0aHKOB HUKOI/Ia HE 3BOHST CBOMM KJIMEHTaM, U TeM OoJjiee, HUKOI/Aa HE TPeOyroT
MEpPEeBOAUTh C JIMYHOTO cuyeTra JeHbru. llpencraButenu MpaBOOXpaHUTENbHBIX
OpraHoB MOTYT 3BOHHUTH TOJBKO ISl BbI30BA B MOMELIEHUS MPABOOXPAHUTEIBHBIX
OpraHoB C IENbI0 TMOJY4YeHUs OObSICHEHUM, HUCTPeOOBAHUS JOKYMEHTOB I10

HaxoaAmrMCsA B IIPOU3BOJACTBC YTOJIOBHBIM JICJIaM U MaTCpHajiaM ITPOBCPOK.




[Ipu mocTymiieHuu Takoro 3BOHKa HEOOXOJMMO MpepBaTh Pa3roOBOpP U MEPE3BOHUTH
TOMY, O KOM HJIET peub, TUOO0 B YKa3aHHBIN rOCyAapCTBEHHBIN OpraH WINMKPEAUTHYIO
OpraHM3alMIo 1JIs IEPENpOBEPKU NH(OpMALIUK.

2. O0MmaH npu nokynke (IMpojaake) TOBapa HA HHTEPHET calTax.

[Ipepgormiata 3a HECYIIECTBYIOUIMK TOBap - HogacTcsa OOBSABJICHHE Ha

BOCTPEOOBAHHBI TOBAap C NPUBJICKATEIbHOM I[EHOW (HUKE PBIHOYHOW) C
NPUJIOKEHUEM HeHacTosmux (Qotorpaduit. B xome oOmeHus «mIpojaBemy
YKJIOHSIETCS OT BCTPEYM BBHUJAY JKUTEHCKUX MPUYMH (HET BPEMEHH, 3aHITOCTH
Ha  paboTe, YIAJIEHHOCTb pACIOJOXKEHHs) U MpeasiaraeT OIUIaTUTh TOBap
OC3HATMYHBIM TUIATEKOM C TapaHTUPOBAHHOW TMOCIEAYIOMIEH JTOCTAaBKOW depes
Kypbepa, HO IIOCJIE MOIYYEHUS JIEHET, POJABEL- MOILIEHHUK IIEPECTaeT BBIXOAUTh Ha
CBS3b.

Onnara MyJisbka [0 IOYTE€ HAJOKEHHBIM IUIATEXKOM - 3JI0YMBIIUICHHHUK

MBITAKOTCS BHAYAJIC 3alOJIyYUTh NPEAOIUIATy HAa JIOBEPHUH, €CJIM HE MOJIy4aeTcs, TO
MPEJIararoT MOJIYYHUTh 3aKa3 Ha IO0YTe, a II0TOM PaCIUIaTUThCS. TO €CTh Ha IOoYTe
nepen BblAAYEH 3aKa3a BO3bMYT JCHBIM B Pa3Mepe €ro CTOMMOCTH, a MOKYIaTellb
BCKPBIB YIIAKOBKY, BUAUT NOAAEIKY WU MYJISIK.

[Tokynarenb cnpammBaeT Homep kapThl U koa n3 CMC - nmo Bamewmy

OOBSBIICHUIO O TMpOJaKe ToBapa B HWHTEpHETe BaM MMO3BOHWUI TMOKyMHaTelb Hu
MOMPOCHJT COOOIIUTh PEKBU3UTHI OAHKOBCKON KapThl (MpPEIBapUTEILHO BBISICHUB
HOMEp TenedoHAa K KOTOPOMY IMpHBs3aHA KapTa) M CMC-KOJ, YTOOBI TEpPEBECTH
JIEHbIY, SIKOOBI ATO HYXXKHO MJig OaHKOBCKOro ImepeBoja. Ha camom nene 3To
MOIIICHHHUK, KOTOPBIM MBITAETCS BOMTH B JTUYHBIA KaOWHET OHJIAWH-0aHKa U CITUCATh
BCE JIEHBI'M C Bamero cuera.

BAXHO: OnnaunBaiiTe TOBap TOJBKO IOCJE €ro MOJYYEHUS W TPOBEPKU U HE
OTHpaBJIsiUTEe JEHbIM B KadecTBe 3ajora (3amarka). s mepeBojma JIEHEKHBIX
CPEIICTB JOCTaTOYHO HOMepa TenedoHa U APYyTrod TOMOJHUTEILHOM nHMOpMAITUN He
Tpedyercs.

3. TenedoHHbIE BUPYCHI.

OdeHp YacTo HCIONIb3yeTcs (opmMa MOIIEHHHYECTBA C HCIOJb30BaHUEM
TenedoHHBIX BUpycoB. Ha Tenedon aboHeHTa MPUXOAUT COOOIIEHUE CIIETYIOLIErO
Buna: «Bam mpunuio MMS-cooOmienue. JIjisi oy4eHus] TPOUIUTE MO CCHUIKE...».
[Ipn mepexome Mo ykazaHHOMY ajpecy Ha TelnedOH CKAuMBaeTCs BHPYC U
MPOUCXOIUT CIIMCAHUE IEHEKHBIX CPEICTB C BaIIEro cyueTa.




Jpyro# Bua MOIIEHHUYECTBA BBHITJSAIUT Tak. [Ipu 3akaze kakoh-1ubo yciayru
gyepe3 sK0Obl MOOMJIBHOTO OTIepaTopa WM MPU CKAaYMBAaHUU MOOMJIHHOTO KOHTEHTA
a0OHEHTY MNPUXOJUT TMpeaylnpexaeHue Buma: «Bbl coOupaerech OTNpPaBUTH
COOOIIIEHHE HAa KOPOTKUM HOMEpP ..., JJIS TMOATBEPXKICHHUS OIEpalyu, OTHPABHTE
coobuienue ¢ mudpoii 1, 1t ormens! ¢ udpoit O». [lpu ornpaBke MOATBEPKIACHUS,
CO cyeTa abOHEHTa CIUCHIBAIOTCS JICHEXKHBIE CPeACTBA. MOIIEHHUKH HMCHOJIBb3YIOT
CIIEHHUAIIBHBIE TPOTrPaMMBbl, KOTOpPBIE TO3BOJSIOT aBTOMATHYECKH T'E€HEPUPOBATH
THICSYM TakuX coobmennii. Cpasy mociie mepeBoia JeHer Ha (DaTbIIuBBIA CYET OHU
CHUMAIOTC ¢ TenedoHa.

BAYKHO: He crnenyer 3BOHUTH IO HOMEPY, C KOTOPOTO OTIpaBieH SMS — BHoJiHe
BO3MOXXHO, YTO B 3TOM ciyd4ae ¢ Bamrero tenedona OyneT aBTOMAaTHYECKH CHSATA
KpYIIHasi CyMMa U EPEXOJIUTh IO COMHHUTEIIBHBIM CCHLIKaM.

4. OmuO0YHbBINI NepeBo/I CPEACTB.

AbGonenTy noctynaer SMS-coob1eHre 0 MoCTyIJICHUH CPEJICTB Ha €ro CYET,
NEPEBEICHHBIX C MOMOIIbI0 yciyru «MoOunbHbIN nepeBoa». Cpa3y mocie 3Toro
MOCTYIAET 3BOHOK M MY>KUMHA (MJIM JKEHILIKMHA) COOOUIAET, YTO OMIMOOYHO NEPEBEN
J€HbIU HA €ro CYET, IIPU 3TOM IPOCUT BEPHYTh UX 0OpaTHO TeM ke «MoOUIbHBIM
nepeBooM». B eHCTBUTENBHOCTH JEHBIW HE MOCTYIAIOT Ha TeledoH, a YeIoBEeK
NEPEBOJUT CBOU COOCTBEHHBIE cpeacTBa. Eciy MO3BOHUTH 10 yKa3aHHOMY HOMEpY,
OHMOXET OBITh BHE 30HBI JocTyna. KpoMme TOro, CymiecTByIOT Takue HOMeEpa, MpH
OCYIIECTBJIEHUH BbI30BA HA KOTOPbIE C TeJIe(OHA CHUMAIOTCS BCE CPEICTBA.
BAXHO: Ecnu Bac npocsaT nepeBecTd sIKOObI OMIMOOYHO MEPEBEIECHHYI0 CYMMY,
HallOMHUTE, YTO AJI 3TOrO MCHOjib3yercsd 4ek. OTroBopka, YTO «YEK IMOTEPSH»,
CKOpee BCEro, CBUAETEIBCTBYET O TOM, YTO ¢ Bamu 001miaeTcsi MOIICHHHUK.

MOIEHHUYECTBA C BAHKOBCKUMUW KAPTAMU

bankoBckas kapTa — 3TO HHCTPYMEHT ISl COBEPIIEHUS TUIATEXKEN U JOCTYyNA K
HaJIMYHBIM CpPEACTBAM Ha CUETe, HE TPeOYIOIIM AJIsi 3TOro NpUcyTCcTBUsA B Oanke. Ho
MPOCTOTA HCIOJIb30BaHUsA OAaHKOBCKUX KapT OCTaBIIsI€T MHOXECTBO JIa3€eK JJIst
MOIIIEHHUKOB.

[Ipy mpoBeneHMH omnepaurii C KapTOM TMOJB3YWTECh TOJBKO TEMH
OaHKOMaTaMHu, KOTOpPbIC PACHOJIOKEHbI B O€30MacHBIX MeCTaX U O00O0pYJOBaHBI
CHUCTEMOM BHJICOHAONIONCHUS W OXPAaHOW: B TOCYAAPCTBEHHBIX YUPEKICHHSIX,
0aHKaX, KPYIHBIX TOPTOBBIX IIEHTPaX U T.1.

CoBepiiias onepanuu C MIACTUKOBOM KapTOi, ClIenuTe, 9YTOOBI PSIOM HE ObLIO




noctoponHux Joaei. Habupas IIMH-xox, npukpeiBaiiTe KiaBHaTypy pPYKOH.
PexBusuthl n mrob6ast mpoyasi nHGOpMAIMS O TOM, CKOJIBKO CpPeACTB Bbl CHsuM m
Kakue U pbl BBOJAUIU B OAHKOMAT, MOTYT OBITh HCIIOJIB30BAHBI MOIIICHHUKAMU.
OOpamaiiTe BHIMaHUEe Ha KapTONMPUEMHUK W KjIaBUaTypy OaHkomara. Ecnm
OHM O0O0OpY/IOBaHbl KAKUMH-TUOO JIOMOJHHUTENIbHBIMU YCTPOWCTBAaMH, TO OT
WCIIOJB30BaHUs JAaHHOTO OaHKOMAaTra JIydille BO3JIEPKAThCSI U COOOIIUTH O CBOUX
MOJIO3PEHUSAX M0 YKa3aHHOMY Ha HEM TeJIe(oHy.
B cinyuyae HeKOppeKTHOW paOOThl OaHKOMAaTa — €CJIM OH JOJITO€ BPEMSI HAXOAUTCS B
pEXUME OKUJIaHWS WM CaMOIIPOM3BOJIBHO MEpe3arpyKaercs —

OTKaXHUTCCh OT €ro MHCIOJb30BaHusA. Bemnuka BCPOATHOCTL TOI'0, YTO

OHIIEPENPOrPaMMHUPOBAH 3JI0YMBIIIJICHHUKAMMU.

Kak o0e30omacurhb ce0s1 0T MOIIEHHUKOB:

1. IlposepsiiTe mH(pOpMalMIO, MOTYYEHHYIO B XOJ€ Tele(OHHOrO pasroBopa u
MHTEPHET EPENUCKA C HEM3BECTHBIMU (OHU MOTYT NPEACTABIATHCA COTPYAHUKAMU
MIPaBOOXPAHUTENIbHBIX OPraHOB, MPEACTABUTENSIMU KPEIUTHBIX OpraHu3alui).

2. YcraHOBUTh Ha TelnepoH (KOMIBIOTEP) COBPEMEHHOE JIMIIEH3UPOBAHHOE
AHTUBUPYCHOE IPOTPAMMHOE O0ECIICUECHHE.

3. He ycranaBnuBaiiTe u He coxpaHsiTe 0e€3 TMpeABAPUTEILHON MPOBEPKU
AHTUBUPYCHOU MPOrpaMMoi (pailyibl, MOJyYEHHbIE W3 HEHAJEKHBIX HCTOYHUKOB:
CKaUaHHbIE C HEU3BECTHBIX CaWTOB, IIPUCIAHHBIC 10 AJICKTPOHHOM IIOYTE
(momo3putenbHbIC (Galbl IydIlle cpa3y yIamsTh).

4. MHcnonw3yiTe napoiu, He CBsI3aHHbIE ¢ Bamumu nepcoHanbHbIMU JAHHBIMHU.

5. Hu mpu xakux o0CTOATENHCTBAX HE COOOIANWTE PEKBU3UTHI CBOMX OAHKOBCKHX
c4eTOB(KapT), MApOJId U IPYTYIO MEPCOHAIbHYIO HH(POPMAIIHIO.

6. IlocTaBbTe TUMHUT Ha CyMMY CIIMCAHHUI WJTK TIEPEBOJIa B TUYHOM KaOUHETe OaHKa.
7. 1lo BceM BO3HUKAIOUIMM BOMpocaM oOpamarbcsi B OaHK, BbIJABIIUN KaAPTY.

8. He BBINOJHATH HUKAKUX CPOYHBIX 3aMPOCOB K ACHCTBHIO, B TOM YHCIE IO
YCTAHOBKEKAKHUX Obl TO HU ObLIO IPHUIIOKEHHIA.

9. He nepexoauth HU MO KaKUM CCHUIKaM, KOTOPBIE MPUXOAAT Ha €-mail wim 1o
SMS.

10. OOpamate Ha Bce cooOmeHHUs OT OaHKa (HAampUMeEp, €CIUM OHHM COJIEpKaT
rpaMMaTUYeCKue OIIMOKH).

11. He nepe3BanuBaTh M0 HOMEpaM, KOTOpbIe MPUXOAAT Ha e-mail wiu mo SMS.
12. IlepemnpoBepsiiTe MOIJIMHHOCTh MHTEPHET-CAUTOB, HA KOTOPBIX OCYLIECTBIISIETE
3aKa3ToBapa.




Bynbre OnuTenbHbl!




