NHOOPMAIIMOHHASA MTAMSATKA J1JISA OBYYAIOIIIUXCA

C xaXJIpIM TOJIOM MOJIOZICKH B UHTEPHETE CTAHOBUTHCS OOJIBIIE, A IIKOJIBHUKU OJJHH U3 CaMbIX
AKTUBHBIX I10JIb30BaTenel Pynera. Mexay TeM, IOMUMO OrPOMHOIO KOJIMYECTBA BO3ZMOKHOCTEM,
MHTEPHET HeCeT U NMpOo0JieMbl. DTa MamsTKa T0JDKHA TOMOYb TeOe 0€3011aCHO HAXOAUTHCS B CETH.
KoMnbloTepHbie BUPYChI

KomnproTepHslil BUPYC — 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX ITPOTrpaMM, OTINYUTEIIBHOU
0COOCHHOCTBIO KOTOPOI! SBISIETCS] CHOCOOHOCTh K Pa3MHOKEHHIO.

B nomosHeHHE K 3TOMY, BUPYCHI MOTYT IOBPEINUTH MITH MOJTHOCTHIO YHUYTOXHUTD BCe (PaliiIbl 1
JTaHHbIE, TIOJJKOHTPOJIbHBIE [10JIb30BATENI0, OT UMEHH KOTOPOT0 ObLIA 3alylleHa 3apakEHHas
MIPOrpaMMa, a TaKkKe MOBPEIUTh WM Aa)K€ YHUUTOXKHUTH ONIEPALIMOHHYIO CUCTEMY CO BCeMH (paiimamu
B LIeJIOM. B G0JbIIMHCTBE CilydaeB pacnpOCTPaHsIOTCS BUPYChl YEpe3 UHTEPHET.

MCTOHBI 3alIUTBI OT BPECAOHOCHBIX MPOTpaMM:

1. Hcnonb3yii cOBpeMEHHbIE ONIEPALIMOHHBIE CUCTEMbI, UMEIOIINE CEPbE3HBIN YPOBEHD 3alllUTHI
OT BPEIIOHOCHBIX TIPOTPaMM;

2. TlocrosHHO ycTaHaBiIMBal MadTH (MU(GPOBBIC 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHaBIIMBAIOTCA C LENbI0 10Pa0TKU MPOrpaMMBbl) U Apyrue 0OHOBIIEHHUS CBOEH
omnepanroHHoi cucteMbl. CkauynBail UX TOJIbKO ¢ 0UITHATBLHOTO caiTa pazpaborunka OC.
Ecnu cymecTByeT pexuM aBTOMaTHUECKOTO OOHOBJIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOeM KOMITBIOTEpE O] TPaBaMH MOJIH30BATEINSI, @ HE aIMUHUCTPATOpa. DTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOTPaMM MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBLHOM
KOMIIBIOTEPE;

4. Vcnonw3yil aHTUBHPYCHBIE IPOTPaAMMHbIE TIPOAYKTHI H3BECTHBIX MPOU3BOAUTENECH, C

ABTOMAaTHYECKHUM OOHOBJICHHEM 0a3;

Orpanuyb QU3NYECKUI JOCTYN K KOMIBIOTEPY ISl IOCTOPOHHUX JIUIL;

6. Hcmons3yil BHENTHUE HOCUTENN HH(OpMAIY, Takue Kak (hJemka, JUCK Wi ¢aiii u3
WHTEPHETA, TOJIbKO U3 MPOPEPEHHBIX HICTOYHUKOB;

7. He oTkphbIBaii KOMIIbIOTEpPHBIE (ailsibl, MOTyUYEHHBIE U3 HEHAJEKHBIX HCTOYHUKOB. Jlaxe Te
(haiinbl, KOTOpBIE MpUCIIall TBOM 3HAKOMBIH. Jlydilie yTouHU y Hero, OTHpaBJIsll JId OH TeOe HX.

o

Cern WI-FI

Wi-Fi - 910 He BU Ilepeadyn JaHHBIX, HE TEXHOJOIHsI, a BCEro JIMIIbL Opena, mapka. Eme B 1991 romy
HUJIEpJIaHJICKasi KoMITaHus 3apeructpupoBasia oper « WECA», uTo 0003Ha4Yano cI0BOCOYCTaHUE
«Wireless Fidelity», KoTopblii IepeBOIUTCS KaK «0ECIPOBOAHASI TOUHOCTD.

Jlo Hariero BpeMeHHU JIoIIlIa Apyras ab0peBuarypa, KoTopas sSBJIsieTcs TaKOH jKe TeXHOJIOTHEH. JTo
ab0pesuarypa « Wi-Fi». Takoe Ha3BaHue OBLJIO JaHO C HAMEKOM Ha CTaHAAPT BBICIINI 3BYKOBOM
texuuku Hi-Fi, yTo B mepeBoie 03HaUaeT «BBICOKAsI TOYHOCTHY.

Jla, OecrutaTHBIA HHTEPHET-IOCTYII B Ka)e, OTEIIAX U a3pOIOPTax SIBJISIETCS OTIIMYHON BO3MOYKHOCTBIO
BBIX0J1a B MHTEpHET. HO MHOTHE SKCIIEPThI CUMTAIOT, YTO 00menoctynubie Wi-Fi ceTn He sBisiroTes
0€30ITaCHBIMHU.

CoBeTblI 110 0€30MacHOCTH paboTe B 001Ien0CcTymHbIX ceTsix Wi-fi:

1. He nepenaaii cBoto nuuHyro nHopmaruio yepes oduenocrynusie Wi-Fi ceru. PaboTas B
HUX, JKeJIaTeIbHO HEe BBOJUTH MAPOJIH JOCTYIIA, JJIOTUHBI U KaKue-TO HOMEpa,;

2. Hcnonw3yii u 0OHOBJISIM aHTUBUPYCHBIE TPOTPaMMBI U OpaHaMayep. TeM cambIM Thl
o0e3omacuiib ceds OT 3aKaYKH BUpPYyca Ha TBOE YCTPOMCTBO;



3. Ilpu ucnons3oBanuu Wi-Fi otximoun Gpyakmmio «O0muii 1octyn K ¢aiiiamMm u mpuHTEpam».
JlanHasi GyHKIUS 3aKphITa [0 YMOJTYAHHUIO, OJTHAKO HEKOTOPBIE MOJIb30BATEIN aKTUBUPYIOT €&
JUIs yIoOCTBa UCIIOJIB30BaHMS B paboTe wiu yueoe;

4. He ucnons3yit myonnunsiii WI-FI ans mepenaun TMUHBIX JaHHBIX, HATPUMEP VIS BBIXOJIA B
COLIMAJIbHBIC CETH WM B 3JICKTPOHHYIO MTOUTY;

5. Hmnonw3yii Tonpko 3amuiiennoe coenquuenue yepes HTTPS, a ue HTTP, T.e. npu Habope BeO-
azpeca BBOAM UMEHHO «https://»;

6. B moOmibHOM Tenedone otkiroun pynkuuto «[loakmouenue k Wi-Fi aBromatnyeckn». He
JIOITyCKai aBTOMATHYECKOTO TMOJIKIIOUEHHS yeTporicTBa K ceTsim Wi-Fi 6e3 TBoero cornacwusi.

CounajnHble ceTH

Counaanme CCTU aKTUBHO BXOJAT B HAIlly ) KU3Hb, MHOT'HEC JIFOAU pa60TaIOT H )XUBYT TaM IIOCTOSAHHO,
a B Facebook yxe 3apeructpupoBan MUIHap,1 4€JI0BEK, YTO SBIJISIETCS OJTHOM CEIbMON BCEX KUTEIEH
TJTAHETHI.

MHor#ue nojb30BaTeNid He MOHUMAIOT, YTO WH(OpMaIIKs, pa3MeIIeHHass MU B COIIMATTbHBIX CETSX,
MOXET OBITh HalJIeHA M MCIOJIb30BaHa K€M yrOJHO, B TOM YHCJI€ HE 00s13aTEIBHO C OaruMu
HaMEpEHUSMH.

OCHOBHBIE COBETHI MO 0E€30TTACHOCTH B COIIAAJIBHBIX CETAX:

1. Orpanuub cnucok apy3eil. Y Te0s B ApYy3bsiX HE JOJDKHO ObITh CITyYalHBIX U HE3HAKOMBIX
JTIOEN;

2. 3amuinaii CBO YacTHYIO *KU3Hb. He ykaswiBait maposu, TenedoHsl, aapeca, 1aTy TBOETO
POXKIIEHUS U IPYTYIO JIUUYHYIO HHPOPMAIUIO. 30YMBIIUIEHHUKH MOTYT MCIOJB30BaTh JaXe
MH(OPMALIHIO O TOM, KaK Thl U TBOU POJIUTEININ IUIAHUPYETE MPOBECTH KAaHUKYJIbI;

3. 3amuinaii CBOO pEeIyTaInio - ACPKHU €€ B YUCTOTE U 3aJ1aBail ce0e BOMPOC: XOTEN ObI THI,
9YTOOBI Jpyrye MoJIb30BaTeIN BUAEIH, YTO Thl 3arpyskaeuisb? [logymait, mpexae yemM 4To-To
OMyOJIMKOBATh, HAMKCATDh U 3arPY3UTh;

4. Ecnu Tl TOBOPHIIB C JIFOJbMHU, KOTOPBIX HE 3HACIIb, HE UCIOJIB3Yl CBOE peaIbHOE UMS U
JPYTyIO JIUYHYIO HHPOPMAIUH: UMsI, MECTO KUTEJIbCTBA, MECTO y4eObl U Mpouee;

5. M3berait pazmemenus pororpaduii B MTHTEpHETE, T/I€ THI M300pa)K€H HA MECTHOCTH, 10
KOTOPOIl MOXHO OTPEEIUTh TBOE MECTOTOJIOKEHHUE;

6. Ilpu perucrtpanuu B COLHUATBHON CETH HEOOXOIMMO HUCIIOJIb30BATh CIOMKHBIE TAPOIIH,
cocrosiue U3 OyKB ¥ HUQP U C KOJTUIECTBOM 3HAKOB HE MEHee §;

7. Jlns couumanbHON CeTH, OUTHI U APYTrUX CAHTOB HEOOXOAMMO HMCIIONIb30BaTh Pa3HbIE MapOJIH.
Torga ecnu Te0s B3MIOMAIOT, TO 3JI0YMBIIIJICHHUKY MOTY4aT JOCTYI TOJBKO K OJHOMY MECTY, a
HE BO BCE cpasy.

DJIeKTPOHHBbIE IeHbI' |

3J'IeKTpOHHI>IC JCHBI' — 3TO O4YCHb y,[[O6HLII>i croco0 HHaTe)Keﬁ, OJIHAKO CYIICCTBYIOT MOLICHHUKH,
KOTOPBIC XOTAT MOJYYUTDb 3TU NCHBI'U.

9J'IeKTpOHHLIe ACHBI'K MMOABUIINCH COBCEM HEAABHO U MMCHHO M3-3a 3TOT'O BO MHOTHUX IOCydapCTBax 10
CHX IIOP HE MPOIMMCAHO IMMPO HUX B 3aKOHAX.

B Poccun sxe oHH GYHKIIMOHUPYIOT U O HUX yX€ MPOIMUCAHO B 3aKOHE, TJIe UX Pa3/eisioT Ha
HECKOJIBKO BUJIOB — AaHOHMMHBIE U HE aHOHUMHBIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 9TO T€, B
KOTOPBIX pa3perIaeTcs MpoBOANUTh ONepauy 6e3 HASHTU(HUKAIIH [10JIb30BATENs, 2 B HEAHOHUMHBIX
UACHTU(HUKAIIMY TOJB30BaTENs SBISETCS 0053aTEIbHOMN.

Taxoke CJICAYCT pa3jiIn4aTh 3JICKTPOHHLIC (I)I/IaTHBIe JACHbBI'M (paBHLI TroCyaapCTBCHHBIM BaJ'IIOTaM) u
QJICKTPOHHBIC HC(I)I/IaTHBIC JACHbBI' (He PaBHBI TOCYAApCTBCHHBIM BaJ'IIOTaM).



OcHOBHBIE COBETHI IO OE30MaCHOM paboTe ¢ MEKTPOHHBIMU JICHbIaMHU:

1. TIpuBspku K cueTy MOOUIIBHBIN TeraedoH. DTo caMblil yIOOHBIN U OBICTPBIN CIOCOO
BOCCTAHOBHTB JIOCTYI K cuery. [IpuBsi3aHHbIi Tene(oH MOMOXKET, eciu 3a0yAelb CBOH
IUJIATEKHBIN MapoJib WK 3alJEIIb HA CAUT C HE3HAKOMOT'O YCTPOICTBA;

2. Hcmonw3yii oqHOpa3oBbie mapoin. [locie mepexoaa Ha yCUIICHHYO aBTOPHU3AINI0 TeOe yxKe He
OyZeT yrpokaTh OaCHOCTb KPa)KU WM NIepexBaTa IJIaTeKHOr0 NapoJis;

3. Bribepu cnoxubIi maposnk. [lpectynmarkaM OyaeT He MPOCTO yragaTh CIOXKHBIH Mapob.
HanexHple mapoiam — 3TO MapoJjy, KOTOPhIE COJIEpKAT HE MEHEee 8 3HAKOB M BKJIFOUAIOT B Ce0s
CTPOYHBIC ¥ TPOMTUCHBIE OYKBBI, IU(PHI K HECKOIBKO CUMBOJIOB, TAKHE KaK 3HAK J0JIIApa,
¢byHTa, BOCKIMIATEIbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBO/AM CBOM JIMYHBIE JIaHHBIE HA CaliTax, KOTOPbIM HE JIOBEPSECIIb.

DJIeKTPOHHAA MOYTA

DNeKTpOHHas OYTa — 3TO TEXHOJIOTHUS U MPEAOCTABISIEMbIE €10 YCIYTH 110 NEPECHUIKE U MOTYyYEHHUIO
AIIEKTPOHHBIX COOOIIECHH, KOTOPBIE PACIIPEIEIISIOTCS B KOMITBIOTEPHOU CETH.

OOBIYHO AIIEKTPOHHBIN MOYTOBBIN SIMIUK BHITISIUT CICTYOIINM 00pa3oM:
WMsI_TI0JTh30BaTEIA(WUMS_JIOMEHA.

Taxxe kpome nepeaun MpoCTOro TeKCTa, UMEETCs BOZMOKHOCTh TepeaBaTh (ailiibl.

OcCHOBHBIE COBETHI IO O€30TaCHO PadOTEe C AIMEKTPOHHOMN MOYTOM:

1. Hano BbIOpaTh MpaBHIIbHBIN MTOYTOBBIN CEPBUC. B MHTEpHETE €CTh OTPOMHBIN BBIOOD
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIyUIlle TOBEPSITh TEM, KOTO 3HACIllb U KTO MEPBHIA B
pEUTHHTE;

2. He yka3piBaii B TUUHOM mouTe TU4HYI0 HHpopManuto. Hanpumep, nydiie BeIOpaTh
«MY3BIKQTBHBINA _(haHaT@» i «pok2013» BMecTo «remal3y;

3. Hcrmonp3yil IByX3TamHYIO aBTOPHU3AIMI0. DTO KOT/Ia IOMHUMO TapoJis HY>)KHO BBOJIUTH KO/,
NnpuUchlIaeMblii 1o SMS;

4. BpiOepu CIIOKHBIN Maposib. J[J1s KaX10ro MOYTOBOTO SIIMKA JOJKEH OBITh CBOM HAJCKHBIMH,
YCTOMYUBBIN K B3JIOMY 1apOJIb;

5. Ecnu ectb BO3BMOKHOCTh HAIIUCATh CAaMOMY CBOI JIMUHBIN BONIPOC, UCHIOIB3YH Ty
BO3MOYHOCTB;

6. Hcmonb3yil HECKOIBKO TMOUYTOBBIX SAIMIMKOB. [IepBbIi U1 4acCTHOM MIEPENHMCKH C afpecaTaMH,
KOTOPBIM ThI IOBEpsICIb. ITO ANEKTPOHHBIN aJpec HEe HAJ0 UCIIOIB30BATh IPU PETUCTPALIUN
Ha (opymax U caiTax;

7. He oTkpsiBaii (paiibl U APYyrue BIOKEHUS B MMCbMaX JaKe €CJIM OHU MPHUIILIA OT TBOUX
npy3eit. Jlydine yTouHu y HUX, OTIPABIISUIA JIM OHU TeOe 3TU (halibl;

8. Tlocne okoH4yaHust pabOTHI HA IOYTOBOM CEpPBUCE Mepe] 3aKPhITUEM BKIIAJKH C CAHTOM He
3a0y1b HaXaTh Ha «BBIATIY.

Ku0epOyJIMHT WM BUPTYaJIbHOE H31€BaTe/1bCTBO

KubepOyiimiHT — mpeciieIoBaHHe COOOIICHUSIMU, COICPKAIIUMHU OCKOPOJICHHS, arpecCulo,
3allyTUBAHKE; XYJIMTAHCTBO; COIIMATbHOE OOMKOTHPOBAHUE C TOMOIIIBIO PA3JINYHBIX HHTEPHET-
CEpPBHUCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KUOEPOYIITMHTOM:
1. He Opocaiics B 60#t. JIyummuii croco6: mocoBeToBaThcs Kak ceds BECTH U, €CIIU HET TOTO0, K

KOMY MOKHO 06paTI/ITBC$I, TO BHAYaJIC YCIIOKOUTHCH. Ecnu TBI HauHEIb OTBEYATh
OCKOPGHCHI/IHMI/I Ha OCKOp6JICHI/I}I, TO TOJIBKO €I 0oJIbIIIE PA30KIKCIIb KOH(bJ'II/IKT;
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VYnpasisii cBoeit kubeppernyramnuei;

3. AHOHHMMHOCTH B ceTd MHUMasi. CyIIeCTBYIOT ClIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTouT BecTu XyIUraHCKH 00pa3 BUPTyallbHO *Ku3HU. IHTepHET (PUKCUpPYET BCE TBOU

JNEUCTBYS M COXpAHSICT UX. Y JAIUTh UX OyJeT KpailHe 3aTPyJHUTEIBHO;

CoOumro1ait CBOM BUPTYAIBHYIO YECTh CMOJIONY;

Urnopupyii enuanyHbIi HeratuB. OHOPa30BbIE OCKOPOUTEIBHBIE COOOIIECHHS JTy4IIe

UTHOpUPOBaTh. OOBIYHO arpeccHs MpeKpamiaeTcst Ha Ha4yallbHOW CTa IHH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH, B COIMAIBHBIX CETSAX
€CTb BO3MOYKHOCTb OJIOKMPOBKH OTIIPaBKU COOOILEHUN C OIIPECIIEHHBIX aIpECOB;

8. Ecmu b1 cBHneTens KNOEpOyuinHTa. TBOM AEHCTBHS: BHICTYIIUTH POTHUB MIPECICI0BATEIS,

II0Ka3aTh €MY, YTO €r0 ACUCTBUS OLICHUBAIOTCSI HETAaTUBHO, IIOJIEPKATh )KEPTBY, KOTOPOH

HY)KHa IICUXO0JIOTMYECcKasl MOMOIIb, COOOIIUTH B3POCIBIM O (DaKTe arpecCUBHOTO MOBEJCHUS B

CETH.

o o

MoouibHblii TesedoH

CoBpemeHHbIe cMapTHOHBI U TIIAHIIETHI COAEPkKaT B cede BIOJHE B3pOCIbIN (DYHKIIMOHAJ, U TENEPh
OHHM MOTYT KOHKYPHPOBATh CO CTAI[MOHAPHBIMU KOMIbIoTepaMu. OHAKO, CPEJCTB 3aIIMUThI 1715
MOJ0OHBIX YCTPOICTB MOKAa OYEHb MaJlo.

TecTupoBaHue U MOUCK YA3BUMOCTEW B HUX MPOUCXOAUT HE TaK MHTEHCUBHO, Kak jyis T1K, To ke
camMoe KacaeTcs U MOOMIBHBIX TIPHIIOKEHUH.

CoBpeMeHHbIE MOOMIIBHBIE Opay3ephl YXKe MPAKTHUECKH JTOTHAIHM HACTOJIbHBIC aHAJIOTH, OTHAKO
pacmupenue GyHKIIMOHAIA BJICUET 32 COOO0M OOJBIITYIO CIIOKHOCTh U MEHBIITYIO 3alTUIIICHHOCTD.

Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBJICHHUS, 3aKPbIBAIOIINE KPUTHUECKUE YA3BUMOCTH
JUISl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI 151 6€30TaCHOCTH MOOMIIBHOTO Telle(hoHa:

1. Huuero He sBisieTcs mo-HacTosimeMy OecruiaTHeIM. byab octopoxkeH, Belb Korjaa tede
npeaaraT OecryiaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKHUE-TO IJIATHBIE YCIYTH;

2. Jlymaii, npexzae ueM oTnpaBuTh SMS, hoTo wim Buseo. Thl TOUHO 3HaEIIb, T/Ie OHU OYyayT B

KOHEYHOM uTOre?

Heo6xo01uMo0 0OHOBIIATE ONEPAIIMOHHYIO CUCTEMY TBOET0 cMapTdoHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JJIsI MOOMIIBHBIX Telle()OHOB;

He 3arpyxaii mpuiioxeHust OT HEU3BECTHOTO UCTOYHHKA, BEIb OHU MOTYT COJEPKATh

BpPEIOHOCHOE MPOTPaMMHOE 00eCIIeUeHUE;

6. Ilocrne Toro kKak Thl BHIHCIIB C CaiiTa, TJIe BBOAWUI JNYHYIO HH(GOPMALINIO, 3ai/I1 B HACTPOUKHU

Opaysepa u ynanu cookies;

[leproauuecku nMpoBepsii Kakue MIaTHbIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEDPE;

8. JlaBaii cBOit HOMep MOOUIBEHOTO TenedOHA TOJIBKO JIFO/ISIM, KOTOPBIX ThI 3HACIIb U KOMY
JOBEPSEIID;

9. Bluetooth gomken ObITH BHIKITIOUYEH, KOT/Ia ThI UM HE MOJIb3yelbesi. He 3a0biBait nHOT 18
IIPOBEPSATH ITO.

ok w
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Online urpsi

COBpeMCHHBIC OHHaﬁH-HTpLI — 9TO KpaCOYHBIC, 3aXBATHIBAIOIIUC PA3BJICUCHUS, O6’BCI[I/IHSIIOIJ_[I/IC COTHH
ThICAY YCJIOBCK IO BCEMY MUDY. I/IFpOKI/I HUCCIICAYIOT JIaHHBIN UM MUp, 06H_IaIOTC}I ApYyT € APYyrowm,
BBIIIOJIHAIOT 3alaHu, CPpAXKAOTCA C MOHCTpAMU U MTOJTYYarOT OIIBIT. 3a YAOBOJILCTBUC OHU IJIATAT:
MOKYIIAaKOT OUCK, OIJIAYUBAIOT a0OHEMEHT WIIH HpI/IO6peTaIOT KaKHuC-TO OIIIHH.



Bcee a3t cpeacTBa uayT Ha MOAJEPKAHUE U PA3BUTHE UTPBL, a TAKXKE HA caMy 0€3011aCHOCTB!
COBEPILEHCTBYIOTCS CUCTEMbI aBTOPU3ALINH, BBITYCKAIOTCS HOBBIE MAaTYH (II(PPOBBIE 3aMJIaTKy s
IIPOrpaMM), 3aKpbIBAOTCSl YSI3BUMOCTH CEPBEPOB.

B HOZ[O6HBIX HUIrpax CTOUT OIIaCaTbCAd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXu TBOCTO MMapoJiAi,
Ha KOTOPOM OCHOBaHa CUCTEMA aBTOpPU3ALIUU OOJIEIIMHCTBA urp.

OCHOBHBIC COBETHI 110 OS30IIACHOCTU TBOCTO HUI'POBOI'O aKKayHTa:

1. Ecnu npyroii urpok BeAeT cedsl III0X0 UM CO3/1aeT Te0e HEMPUATHOCTH, 3a0JIOKUPYH €ro B
CIIMCKE UTPOKOB;

[oxanylics agMUHICTpATOpaM Urpbl Ha MI0XOE MOBEJEHHUE 3TOT0 UIPOKA, JKEJIATENIbHO
MPUJIOKUTH KaKHE-TO J0Ka3aTeIbCTBA B BUI€ CKPUHOB;

He ykaspiBail tnuHyto nHpopmaiuio B podaiine urpsl;

YBaxail Ipyrux y4aCTHUKOB 110 UTPE;

He ycranaBnuBaii HeopuipaibHbIE TATYH U MO/IBI;

Hcnone3yit ClOXKHBIE U pa3HbIE TAPOJI;

Jlasxe BO BpeMsi UTpbl HE CTOUT OTKIJIIOYaTh aHTUBUpYC. [loka Thl Urpaemib, TBOH KOMIBIOTED
MOTYT 3apa3HTh.

N
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OUIIUHT WIN Kpazka JUYHbIX JaHHbIX

OObIYHOM KpaXkell IeHeT U JOKYMEHTOB CEroJiHs YK€ HUKOTro He YAUBUTIb, HO ¢ pa3BUTHEM
MHTEPHET-TEXHOJOTUH 3JI0yMBINIUICHHUKH [TEPEMECTUIINCH B UHTEPHET, U MPOJIOJDKAIOT 3aHUMAThCS
«JTFOOMMBIM» JIEJIOM.

Tak mosiBMIIack HOBast yrpo3a: HHTEPHET-MOIICHHUYECTBA WK (DUILUHT, TIIaBHAS e]Tb KOTOPOTO
COCTOHT B MOJIY4YCHHH KOH(HUICHIINATBLHBIX JAHHBIX IT0JIh30BaTENIeH — JIOTHHOB U mapoJjeit. Ha
AHTJIMICKOM si3bIKe phishing untaercs kak gummHr (0T fishing — priOHas moBs, password —
apoJib).

OCHOBHBIE COBETHI 110 OOPHOE C PUITHMHTOM:

1. Cnenu 3a cBOMM aKKayHTOM. Eciu ThI IOJI03peBaciib, 4TO TBOSI aHKETA Oblila B3JIOMaHa, TO

HE00X0AMMO 3a0JIOKUPOBATh €€ M COOOIIUTh aJ]MHHUCTPATOPAM pecypca 00 ITOM KaK MOXHO

cKopee;

Hcnonw3yii 6e30macHbie BeO-CaliThl, B TOM YUCIIC, HHTEPHET-Mara3nHOB M MMOMCKOBBIX CUCTEM;

3. Hcnomnw3yii ClI0KHBIC U pa3HbIe Tapoid. Takum 00pa3om, eciii Te0s B3JIOMAOT, TO
3JI0YMBITIJICHHUKH MOJTYyYaT JOCTYI TOJIBKO K OJTHOMY TBOEMY MPOMUITIO B CETH, & HE KO BCEM;

4. Ecnu Tebds B3IOMaIH, TO HEOOXOMMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE

no0aBJieHbI y TEOS1 B APY3bSIX, O TOM, YTO T€Os B3JIOMAIIU M, BO3MOXHO, OT TBOETO UMEHH

Oy/IeT pacchUIaThCs CIIaM U CChUIKU Ha (DUIIMHTOBBIC CAMTHI;

YcranoBu HajexHbIi mapois (PIN) Ha MOOMIBHBIH TenedoH;

OTxirouM coxpaHeHue mapos B opaysepe;

7. He oTkpsiBaii (paiiibl U APYyrue BIOKEHUS B MMChMaX Jake €CJIM OHU MPUIILINA OT TBOUX
npy3eit. Jlydine yTouHu y HUX, OTIPABIISUIA JIU OHU TeOe 3Tu (halibl;

N

oo

Hudposas penyrauus

[Mudposas penyranus - 3T0 HEraTUBHAs WM MO3UTHUBHAS HH(OPMAIUS B CETH O Tebe.
Komnpomerupyromas nHpopmaius pa3MelieHHas B MHTEPHETe MOKET Cepbe3HBIM 00pa3oM
OTPA3UThCS HA TBOEH PEATIbHOM KU3HU.

«qudposas penyranus» - 3T0 TBOW UMHJDK, KOTOPBIH GopMupyercs u3 uHGopmaium o Tedbe B
UHTEPHETE.



TBoe MeCTO KHUTENBCTBA, YU4eObl, TBOE (PMHAHCOBOE MOJIOKECHUE, OCOOCHHOCTH XapaKTepa U pacCKa3bl
0 OJIM3KUX — BCE ITO HAKAILTMBACTCS B CETH.

MHor#e noIpoCTKH JIETKOMBICIIEHHO OTHOCATCS K MyOnuKanuu TuaHoi uHdopmarun B UaTepHere,
HE TIOHUMAsi BO3MOKHBIX MOCIEeCTBHH. ThI 1axe HE CMOXKEIIb JOralaThCst O TOM, 4TO (poTorpadus,
pa3MenieHHas 5 JIeT Ha3aj, cTajga NPUYUHOM 0TKa3a MPUHATH Te0s Ha paboTy.

Kommenrtapuu, pazMemienue TBoux Gororpaduil u Apyrue JeCTBUS MOTYT HE UCUE3HYTh Jaxe MMOCIe
TOT0, KaK Thl UX yalMIlb. Thl HE 3HAEIIb, KTO COXpaHWII 3Ty HH(POpPMaLKIO, IIOTajia JIU OHA B
IIOMCKOBBIE CUCTEMBI U COXPAHUIIACH JIM OHA, & [TIABHOE: YTO MOAYMAIOT O TeOe OKPYKalollee JII0IH,
KOTOpBIE HAWAYT U yBUIAT 3T0. Haiitn mH(pOpMAIio MHOTO JIET CITYCTSI CMOXKET JIF00OH — KaK U3
TOOpBIX MOOYKICHUH, TaK U C HAMEPEHUEM MIPUYUHHATH BPEJ. DTO MOXKET OBITH KTO YrOJTHO.

OcCHOBHBIE COBETHI 110 3aIIUTE HU(POBON pemyTaLNH:

1. Tlomgymaii, mpexzae yem 4To-TO MyOJIMKOBATh U MepeaBath y ce0sl B 6J0T€ WM B COLIMATIbHOM
cerTw;

2. B mHacrpoiikax mpoduist yCTaHOBH OrpaHUYCHHS HA TIPOCMOTP TBOETO MPO(UIIS U €To
COZEP)KUMOTO, CIIETal €ro TOJBKO «JJIsl IPY3Ei»;

3. He pa3mMeniaii u He yka3biBail HHPOPMAIIHIO, KOTOPAs MOKET KOTO-THO0 OCKOPOIISITh HITH
00MXaTh.

ABTOpCKOE MPaBo

CoBpeMeHHBIE ITKOJIPHUKA— aKTUBHBIE MTOJIB30BaTENH IIU(POBOro mpocTpaHcTBa. OMHAKO TalieKo He
BCE 3HAIOT, YTO MOJB30BaHUE MHOTMMH BO3MOXHOCTSMU IIU(GPOBOTO MUpa TpeOyeT cOOII0ACHUS MTpaB
Ha UHTEIJICKTYalIbHYI0 COOCTBEHHOCTb.

TepMuH «uHTEMIEKTyalbHAs COOCTBEHHOCTH) OTHOCHUTCS K PAa3JIMYHBIM TBOPEHHSM YEI0BEYECKOTO
yMa, HauuHas C HOBbIX U300peTeHH U 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOITYKTHI U
YCIIYTH , ¥ 3aKaH4YMBasi KHUramu, potorpadusMu, KHHOUIbBMAMU U MY3bIKalbHBIMU
MIPOU3BEACHUSMU.

ABTOpCKHE MpaBa — 3TO MPpaBa Ha HHTEJUIEKTYaIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS HAYKH,
JUTEPaTyphl U UCKYCCTBA.

ABTOpCKHE MpaBa BHICTYNAIOT B KAY€CTBE FapaHTUH TOTO, YTO MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TPy
aBTOpa He Oy/IeT HampacHbIM, JaCT EMY CIIpaBeJIMBbIe BO3MOKHOCTH 3apabdoTaTh Ha pe3ysibTaTax
CBOEr0 TPyJa, MOJIYYUTh U3BECTHOCTh M MPU3HAHUE.

Huxkro 6e3 paspCiCHus aBTOPa HEC MOXKET BOCIIPOMU3BOAUTD €TI0 IIPOU3BCACHUC, PACIIPOCTPAHATD,
HY6J'II/ILIHO ACMOHCTPUPOBATh, TPOAABATh, UMIIOPTUPOBATH, ITYCKAaTh B IIPOKAT, HY6J'II/I‘IHO HUCIIOJIHATD,
MMOKAa3bIBaTh/UCIIOJHATE B 3(1)I/Ipe HJIM pasMClIaTh B I/IHTCpHeTe.

Hcnonn3oBanue CIIHPATCKOIr'0» IIpOrpaMMHOro obOecrieueHrst MOKET INPpUBECTH K MHOT'MM pHUCKaM: OT
MOTCPHU NAHHBIX K TBOUM dKKayHTaM 10 6J'IOKI/IpOBKI/I TBOCTO yCTpOﬁCTBa, rae y'CTaHOBJ'IeHHHﬁ HC
JICTaJIbHAadA mporpamMmma. He ctout taxxke 3a6HBaTL, YTO CYHICCTBYCT JICTAJIBHBIC U OecruiaTHbIC
IporpamMmal, KOTOPbIC MOKHO HalTH B CETH.

O noprane

CeTeBI/I“IOK.p(I) — TBOM I'NIaBHBIA COBETYHK B CETH. BHCCB Thl MOJKCIIb Y3HATH O 0€30ITaCHOCTH B CETHU
MOHATHBIM U JOCTYIHBIM SA3BIKOM, a ITPU BOSHUKHOBCHUU KpHTquCKOﬁ CHUTyallun 06paTI/ITBC}I 3a
COBETOM. A TaKKe MNPUHATH YH4aCTHEC B KOHKYpCaX U CTaTb CaAMbIM I_II/I(I)pOBBIM l"pa)KI[aHI/IHOM!
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